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Privacy and Data Protection Policy

Privacy

Bedazzle is committed to protecting the privacy and security of personal data. This policy outlines
how we collect, use, store, and protect personal data in compliance with the UK General Data
Protection Regulation (UK GDPR) and the Data Protection Act 2018.

For the purpose of this policy the data controller is Bedazzle, Priory House, 2 Priory Road, Dudley,
DY1 1HH

Data Protection Principles

We adhere to the following principles when processing personal data:

Lawfulness, fairness, and transparency: Data is processed lawfully, fairly, and in a
transparent manner.

Purpose limitation: Data is collected for specified, explicit, and legitimate purposes and
not further processed in a manner incompatible with those purposes.

Data minimisation: Data is adequate, relevant, and limited to what is necessary in relation
to the purposes for which it is processed.

Accuracy: Data is accurate and, where necessary, kept up to date.

Storage limitation: Data is kept in a form that permits identification of data subjects for no
longer than is necessary.

Integrity and confidentiality: Data is processed in a manner that ensures appropriate
security, including protection against unauthorised or unlawful processing and against
accidental loss, destruction, or damage.

Accountability: We are responsible for, and able to demonstrate compliance with, these
principles

Legal Basis for Processing

We process personal data based on one or more of the following legal bases:

Consent: The data subject has given clear consent for us to process their personal data for
a specific purpose.

Contract: The processing is necessary for a contract we have with the data subject.
Legal obligation: The processing is necessary for us to comply with the law.

Legitimate interests: The processing is necessary for our legitimate interests or the legitimate
interests of a third party, provided the data subject’s rights and interests do not override
those interests

Data Subject Rights

Data subjects have the following rights regarding their personal data:

The right to be informed about how their data is being used.
The right to access their data.

The right to rectify inaccurate data.
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e The right to have their data erased.

e The right to restrict processing.

e The right to data portability.

e The right to object to processing.

e Rights related to automated decision-making and profiling
Data Security

We implement appropriate technical and organisational measures to ensure the security of
personal data, including:

e  Encryption of data.

e Regular security assessments.

e Access controls to limit access to personal data.

e Training for staff on data protection principles and practices.
Data Breaches
In the event of a data breach, we will:

o Notify the Information Commissioner’s Office (ICO) within 72 hours if the breach is likely to
result in a risk to the rights and freedoms of individuals.

o Inform affected individuals without undue delay if the breach is likely to result in a high
risk to their rights and freedoms.

o Document all data breaches, regardless of their impact

Information we may collect from you

We may collect and process the following data about you:

e Information that you provide by filling in forms on our site at www.bedazzle.org.uk or
through our social media networks, such as your name and contact details. This includes
data provided when making a booking, subscribing to our service, posting material or
requesting further information. We may also ask you for information if you report a
problem with our site

e Information that you provide by filling in an online/hard copy form or correspondence
received

e Details of our visits to your sites including, but not limited to, location data, other
communication (data whether this is required for our own billing purposes or otherwise)

e Information that you upload to our site and social media channels

Information we may collect from other sources

We may collect information from publicly available sources or from partner organisations, such as
contact details and basic personal information in order to carry out our services or to determine
your capacity to support Bedazzle, and to send you positive communications e.g. invitations.

Only the minimum information necessary for the above purposes will be collected, as a legitimate
interest in accordance with the Act. We will inform you at the earliest opportunity of this processing,
which is subject to your right to opt out at any time. If you have not heard from us or submitted your
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details, but have received any communications containing a reference to this document, you may
assume that the above case applies.

The information collected will never include personal data unless you provide explicit consent.

There may be times that we will collect additional information about you from a wide range of
publicly available sources, in line with our responsibilities as an organisation. It may be necessary
in this case to process sensitive personal data, in which case it will not be disclosed to any third
party, appropriate safeguards will apply, and your consent will be sought.

The above information will be used only for due diligence purposes and will not be disclosed to
any third party without your prior consent.

With the exception of due diligence, the data described in this section will not be held by us for
longer than is necessary without seeking your consent to continue processing.

Where we store your personal data

By submitting your personal data, you agree to this transfer, storing, or processing. We will take
all steps reasonably necessary to ensure that your data is treated securely and in accordance with
this privacy policy.

All information you provide to us is stored electronically in our secure cloud or hard copy files in a
locked cabinet. Any payment transactions will be encrypted. Where we have given you (or where
you have chosen) a password which enables you to access certain parts of our site, you are
responsible for keeping this password confidential. We ask you not to share a password with third
parties.

Unfortunately, the transmission of information via the internet is not completely secure. Although we
will do our best to protect your personal data, we cannot guarantee the security of your data
transmitted to our site; any transmission is at your own risk.

Once we have received your information, we will use strict procedures and security features to
prevent unauthorised access. However, our site could be subject to unauthorised access although we
take steps to prevent this via robust firewalls, cyber security and restricted access.

Uses made of your personal data

We may use information held about you in the following ways:

e To provide you with information, or services that you request from us or which we feel may
interest you, where you have consented to be contacted for such purposes

e To carry out our obligations arising from any contracts entered into between you and us or
partner organisations

e To allow you to participate in features of our service, when you choose
e To notify you about changes to our service

e To send fundraising communications inviting you to support Bedazzle or to attend our
events, in accordance with the Act and with the Privacy and Electronic Communications
Regulations of 2003 (henceforth referred to as PECR.)

e To conduct public research on you if you are a prospective donor, for due diligence
purposes in accordance with our responsibilities as an organisation

e To provide a personalised service

e To build and maintain your profile
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e To create and maintain staff records

e To manage volunteer and donor relationships.

e To process donations and issue receipts.

e To communicate with supporters and provide updates on our activities.

e To comply with legal obligations.

Disclosure of your information

We may disclose information to third parties in line with our legitimate business purpose. This
includes where we are under a duty to disclose or share your personal data in order to comply
with any legal obligation, or in order to enforce or apply our terms of use and other agreements
or to protect the rights, property, or safety and wellbeing of the Bedazzle community.

We may also share data with a designated data processor, for example to process communications
that are sent. In this case, the processor is bound by a contract to only act on our instructions, as
well as to enact security equivalent to ours.

Apart from the circumstances above, we will never share your personal data with third parties
without your explicit consent to do so.

External Links

Our site may, from time to time, contain links to and from the websites of our partner networks,
advertisers and affiliates. If you follow a link to any of these websites, please note that these
websites have their own privacy policies and that we do not accept any responsibility or liability
for these policies. Please check these policies before you submit any personal data to these
websites.

Your rights — direct marketing

You have the right to prevent your personal data being processed for direct marketing. You may
exercise this right at any time by communicating your wish to do so in writing (either email or hard
copy) to the postal address detailed above or info@bedazzle.org.uk.

When you have requested the above, we aim to stop contacting you immediately; in exceptional
cases, this may take up to one month from receiving the notice in the case of email communications
in line with the General Data Protection Regulation 2018 (GDPR).

When exercising this right, it will aid the administrative process if you include in your message’s
subject line the word “unsubscribe”, your name and the address/email by which you were
contacted. All fundraising communications from Bedazzle will contain further details on how to do
this. We will also make every effort to act on such requests made via telephone, although we do
not recommend this method as it may complicate the administrative process and lead to errors.

Basic information (i.e. your name, relevant contact details, and date on which you requested no
further contact) will be held on our in-house suppression list, to ensure that you are not contacted in
the future by accident. This practice is in accordance with the Information Commissioner’s guidance
regarding Direct Marketing practice; this list is purely for internal administrative purposes, and will
never be shown to a third party under any circumstances. This information will be held for up to 2
years, at which point it will be irretrievably deleted.



s =2dazzie

In addition, if you feel your rights as an individual under the Act or other legislation have been
infringed, you have the right to complain at any time to Bedazzle or the appropriate supervisory
authority.

Your rights — access to information

The Act gives you the right to access personal records held about you. Your right of access can be
exercised in accordance with the Act. We will require proof of your identity before providing you
with details of any personal information we may hold about you.

You may make the request in writing (either email or hard copy) to Bedazzle. In line with the GDPR,
Bedazzle will respond to your request within one month.

You will be sent a copy of the information comprising the personal data held. OQur preference is
to forward this information by email.

Removal of Data
All data removed from our systems will be done so in accordance with the GDPR.

Review and Evaluation of our Privacy Policy

This policy will have a formal review date of one year however, if any aspect is found to be
inadequate or the legal guidance changes, the Policy will be reviewed earlier.

Contact

Any questions, comments or requests regarding this privacy policy are welcomed and should be

sent to the Board of Trustees at info@bedazzle.org.uk

The accuracy of your individual identifying information is important to us. If you change email
address or any other information that we hold about you, please tell us either by email or post.
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